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Abstract 

Mobile Ad hoc Networks (MANETs) are self-organizing and 

adaptive, and securing such networks is non-trivial. Most security 

schemes suggested for MANETs tend to build upon some 

fundamental assumptions regarding the trustworthiness of the 

participating hosts and the underlying networking systems without 

presenting any definite scheme for trust establishment. If MANET is 

to achieve the same level of acceptance as traditional wired and 

wireless network, then a formal specification of trust and a framework 

for trust management must become an intrinsic part of its 

infrastructure. The goal of this paper is to highlight issues relating to 

trust in MANETs and describe a context-aware, reputation-based 

approach for establishing trust that assesses the trustworthiness of the 

participating nodes in a dynamic and uncertain MANET environment. 

Keywords: Trusted Computing, Mobile Networks, ad hoc networks, 

Security, Routing and QoS. 
 

1. Introduction 
 

MANETs are self-organizing and adaptive and securing such 

networks can be a major challenge. The term ‘adaptive’ simply 

implies that an ad-hoc network can take different forms and 

have highly variable mobile characteristics such as power and 

transmission conditions, traffic distribution variations, and load 

balancing. Not only are the ad-hoc networks challenging to 

design but the need for security services in such networks 

further complicates the situation. In the recent past, there have 

been a number of schemes based on cryptography that provide 

solutions to secure ad hoc networks that often tend to build 

upon some fundamental assumptions regarding the 

trustworthiness of the participating hosts and the underlying 

networking systems which may seem unrealistic. There is thus 

an urgent need to specify a framework that will formally 

identify attributes that will be used to establish the 

trustworthiness of a peer and will enable such attributes to be 

measured and monitored. Also there is a need to ensure that the 

appropriate mechanisms are available to implement, establish 

and manage trust relationships in a distributed manner in the 

absence of a centralized trustworthy authority with minimal 

user intervention. At the same time care must be taken to 

ensure that these mechanisms do not overburden the limited 

resources available in mobile devices. 

One approach to implementing trust in MANETS is 

described by Stojano and Anderson [1]. This approach is called 

the resurrecting duckling model. The duckling here is a slave 

device while the mother duck is the master controller. The 

duckling will recognize as its mother the first entity that sends 

it a secret key on a secure channel, e.g., by physical contact. 

This procedure is called imprinting. The problem with this 

approach is that if one relationship is broken the relationship of 

the whole sub-tree is broken. It also requires the constant 

intervention of a human being for security maintenance, which 

may not be feasible in many cases, especially when the 

underlying network structure changes so rapidly. Finally, this 

scheme deploys cryptography to implement trust, which we 

aim to avoid primarily due to limited device capability of some 

nodes in MANETs. 

The proposal of Luo et al [2] follows and develops on the 

design principles outlined by Kong et al [3]. In this model of 

trust, an entity is trusted if any K trusted entities claim so 

within a time period (Tcert). They further propose a refined 

localized certification services and propose a new scalable 

solution of share updates to resist more powerful adversaries. 

The number K is determined using number of legitimate 

neighbors, service availability and the current state of the 

network. This coupling effect is flawed and reduces the 

flexibility of this scheme. In some scenarios, this coupling may 

result in conflicting goals. A trust management scheme 

proposed by Weimerskirch and Thonet [4] makes use of 

references and recommendations to derive a trust relationship 

and this scheme is scalable with respect to security. It 

establishes a secure channel, by replacing a path in the network 

of trusted entities by a shared knowledge or a trusted third 

party. This implies the longer the path, the higher the 

probability of a malicious entity among them. 

Some other works narrow down their scope to 

authenticated routing schemes for MANETs using 

cryptographic schemes, [5], [6], [7], and [8]. The scheme 

suggested by Pirzada and Macdonald [9] is similar to our 

approach wherein a non-centralized trust model is proposed 

that introduces the notion of belief and thereby facilitates a 

scheme for on the fly measurement of reliability and 

trustworthiness of a node in an ad hoc network. The scheme is 

somewhat restricted as it does not take the limitations of a 

device into consideration when computing trust. In contrast, 

our framework identifies critical attributes of participating 

nodes such as device capability and past performance together 

with their reputation as the basis of assessing the 

trustworthiness of given nodes in context.   

This paper is organized as follows. In section 2, we provide 

a background on the notion of trust and trusted systems. 

Section 3 presents an overview of some previous work done in 

this area. In section 4, we present our model of trust and 

describe procedures for computing trust in dynamic and 

decentralized way. Finally, in section 5, we provide some 

concluding remarks. 
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2. Assessing Trust in Manets 
 

In this section we identify a set attributes necessary for a 

mobile peer node to support critical infrastructure related 

activities in a MANET. A peer node’s trustworthiness can be 

determined in the following two ways. There is historical 

evidence gathered from past interactions that suggest that the 

node can be trusted to offer a certain set of services. 

Alternatively another trustworthy peer or a set of trustworthy 

peers’ opinion about a target helps a requesting node to register 

a certain degree of trust against this target. Furthermore, 

internal factors such as the paucity of resources in terms of 

memory and battery life available at a node and external 

factors such as network state (unreliable links, congestion) may 

significantly affect the performance of a participating node. 

Jones [10] highlighted critical factors for the dependability 

of a trusted system and in particular the following aspects are 

emphasized: 

• Availability, reliability, and integrity of infrastructure. 

• Prevention of unauthorized use of infrastructure. 

• Guaranteed level of services. 

• Management of risks critical to the Infrastructure. 

This is later extended to include truthfulness and timeliness 

[11]. The availability, reliability and the integrity of the 

underlying device infrastructure to support and perform 

network related functions must be captured in the model of 

trust.  This information is captured in a metric called the 

capability Index that is discussed in detail in Section 3.  

To be deemed as trustworthy, a node must make a 

reasonable effort to perform its generic functions and duties in 

the network in a dependable manner. The functions of a node 

can be broadly classified into the following categories: (1) 

Routing/Forwarding, (2) Quality of Service (QoS), and (3) 

Security. 
 

Routing and Forwarding: The routing and forwarding 

functions are governed by routing protocols. A robust routing 

protocol reduces packet loss rates, eliminates the possibility of 

having frequent route failures, and is able to cope quickly 

against topological changes. Several routing protocols have 

been designed and implemented for MANETs that are either 

reactive such as AODV [12] or proactive such as FSR [13] 

which exhibit the above-mentioned properties to some degree 

or the other.  
 

QoS Related Functions: QoS is the ability of the underlying 

network to provide preferential treatment to certain network 

traffic flows over others. A MANET, due to lack of a 

centralized infrastructure and fixed topology poses a real 

challenge for implementing QoS. These problems are further 

compounded as participating nodes are heterogeneous in nature 

having different QoS provisioning and enforcement 

capabilities operating over inherently unreliable wireless links.  
 

Security Related Functions: Trust is often defined in terms of 

the security but it may in fact be independent of security. In 

other words, trust can also be established in a situation where 

“a trustee will act in the interests of a trustor without a 

guarantee” and in the absence of security. What this implies is 

that if an entity is convinced or if enough assurance evidence 

exists that a target has acted in a consistent and predictable 

manner over an extended period of time and its actions adheres 

to a moral code or a standard as prescribed by a high level 

management policy then this target entity is perceived to be 

dependable and therefore trustworthy. Certainly the presence 

of security services in the system such as confidentiality, 

integrity and access control and the ability to enforce them 

using a policy is likely to enhance trust on this system.  A 

security service itself is implemented using a variety of 

cryptographic mechanisms such as PKI [23] and symmetric 

key systems using DES [15] and again one may make certain 

assumptions regarding trust when designing secure systems 

and protocols.  

 

3. Trust Framework  
 

The notion of trust is somewhat ambiguous in the computing 

sciences discipline and therefore the existing literature contains 

several definitions of trust. At one end of the spectrum the 

notion of trust relates to the dependable behavior of a 

component or a system whereas at the other end it is described 

in terms of security services of the component/system. In some 

other cases it personifies loyalty to a group or a community. 

For instance, Baras and Jiang [16] interpreted trust as a set of 

relations among agents participating in the network activities. 

A more concrete definition furnished by Keoh and Lupu [17] 

states that trust represents the expectation that the participants 

will enforce the rules defined in the community specification 

(or doctrine) and that the membership of the community will 

be governed by clearly defined constraints.  

From trust comes the notion of trusted systems. A most 

complete and comprehensive definition of trusted system [18] 

defines a trusted system as an entity whose security 

mechanisms are isolated from and are uncircumventable by 

unauthorized users, the system can be identified, content 

controlled and secure, and managed by a competent authority.  

Our framework is built upon the following principles: 

• Individualistic Model: This framework provides a means 

for an individual node to build its trust on a target node 

independent of other nodes. It may also use the 

recommendation of a trustworthy peer. This 

recommendation may only be partly influence the node’s 

judgment. We take this approach since consensus based 

trust building is a hard task due to the dynamic and 

infrastructure-less nature of MANETs. 

• Notion of reputation: The sense of trust builds upon the 

notion of reputation. The reputation of a target is to be 

determined on the basis of through direct experience of 

interacting with the node, or through observation, or 

through recommendation/references of peers. Each 

interaction category is given a weighting that is an 

indication of the trustworthiness of the received 

information through that interaction.  

• Trust is context dependent: This implies that entities can 

be trusted in varying degrees and furthermore, an entity A 

may trusted in one particular context but not in another. 
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The notion of a context also includes device capability. 

The Capability Index (CI) helps to assess the ability of a 

target node to implement a trusted platform accurately and 

in a fail-safe manner. 

• Trust is reflexive, asymmetrical, non-transitive: There 

is a reflexive need to be able to protect one’s own 

resources. Our model also perceives trust between two 

nodes as an instance of asymmetrical reciprocity. Also the 

non transitive property of trust is preserved.  
 

Trust Computation: We now describe the process of 

computing trust. This process involves the following steps: 

1. Ascertaining the device capability. 

2. Classification of traffic information based on the type of 

node interaction. 

3. Computing Reputation 

a. Building state tables: Trust tables. 

b. Computing Reputation index for each 

classification of observation. 

Two critical factors that significantly influence the process of 

determining the trustworthiness of a target node are the extent 

to which a target device can perform various networking 

related functions and the nature of observation deployed to 

monitor the activities or behavior of this node (traffic 

information observation) as explained in the section ‘nature of 

node interaction’. 
 

Device Capability: The process of assessing a device’s 

capabilities and functions that it performs in a network to 

determine what counts as a reasonable machine performance is 

captured in a metric called the called the Capability Index (CI).  

In this paper, we use a scheme that classifies devices on the 

basis of functions that a participating node performs in a 

MANET. We have identified these functions such as routing 

and forwarding with/without QoS, and security. The Capability 

Index of a node is the ability of a node to support the functions 

outlined above. There is a necessity to have a unique CI for 

each device category.  Each device must be individually 

assessed and assigned a CI prior to its participation in the 

network. In each category (routing, QoS etc.) a device can 

have the following CI value ranges: 

SET A: 0.8-0.99: High capability to perform a service in the 

concerned category. 

SET B: 0.5-0.79: Moderate capability to perform a service in 

the concerned category dependable 

SET C: 0-0.49: Low capability to perform a service in the 

concerned category.  

A device could end up having a high score in one category 

and a low score in the other. The CI value assigned to a node 

depends upon a number of factors such as: 

• Multiple interface support for increased access and 

reliability. 

• Trusted Platform support or the presence of basic 

security features for authentication purposes and for 

arresting malicious code activities. 

• A robust operating system to manage device 

resources. 

• Processing power and memory.  

• Level of QoS support provided.  

The CI as a metric serves as a mechanism to establish 

performance related thresholds for a participating node in 

equilibrium conditions.  This, in principle, means that because 

we know something about the participating node in advance, 

we can predict its behavior to a reasonable level of accuracy. 

The CI in conjunction with the reputation index (RI) value and 

its variance gives an estimate of the degree of reliability 

exhibited by a node over a certain period of time. If the 

situation demands, this scheme also helps an entity to select 

one node in preference to another node when both the nodes 

exhibit similar externally observable behavior. 

Many routing protocols in a MANET environment initiate a 

neighbor discovery process by exchanging Hello packets. This 

message can be extended to include capability information of 

the device in the packet payload. Other routing protocols must 

include this information in appropriate control messages.  
 

Nature of Node Interaction: The next step is to categorize the 

nature of interaction and assign weights to them. The highest 

weighting is given to outcomes that occur due to a node’s 

direct interaction with a target node. The next level of 

weighting is assigned to traffic that is passively observed by 

the node. Finally, a third level (the lowest level) of weighting 

is associated with other’s experiences with the target. A node 

may gather collective recommendations of trustworthy peers or 

it may simply pool the most trustworthy peer amongst a peer 

set to establish the same.  This scheme inherently equips a 

node with the ability to not be influenced by a biased opinion 

of an acquaintance about a target. It also to a certain extent 

prevents a situation wherein several nodes collude together to 

ostracize a node in the network.  It may seem that computing 

reputation may seem to be resource intensive but given that in 

recent times devices have large network processing and storage 

capabilities and the infrastructure is improving at a fast pace, 

this may not be difficult to achieve. 

The default values for these weightings are as follows: 

Weighting for direct experience WDE= 1 

Weighting for observation WO = 0.9 

Weighting for Indirect Experience (Recommendation) 

WIE= 0.8 

This weighting range only serves as a template and the 

individual nodes may decide to establish the specific value 

ranges that best fits their needs. Once established, these values 

are static for each category of interaction. 
 

Computing Reputation (Seed Value): The process of 

computing reputation begins by establishing an initial 

reputation index (RI) for each neighbor.  In our scheme, a value 

of 0 indicates no reputation and a value of 1 indicates complete 

reputation. An initial RI of a directly connected peer is 

established by sending an echo packet (ICMP echo request) 

that the peer is expected to simply reply (ICMP Echo Reply) 

back to the sender. If this interaction is successful, then the 

sender of the echo message assigns a RI of 0.5 against this 

peer. This process is performed by each node for all its directly 

connected neighbors. Subsequent values for determining the 

reputation index are calculated on the basis of this initial value 

that serves as a seed and this may happen whenever there is 
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any kind of a direct or indirect interaction between these nodes 

or it may be due to the result of an observed event.   

Building State Tables: We refer to the node that is involved in 

the process of computing reputation as the source node. After 

having determined the initial seed value for reputation, the 

source node initiates the process of building state information 

through various types of interactions described above. The 

gathered information is maintained in a trust table. There is a 

trust table to record various observed parameters for each 

category that we identified and described above i.e. Routing, 

QoS, and Security. A final trust value is built and maintained 

for each category of functions that a node performs. The 

sample table template for Routing is given in Table 1 below. 

Under the current RI column, the node assigns a RI to the target 

based on its current observation.  The number assigned is 

based on the deviation from the acceptable threshold limit 

values set for various parameters or it is based on presence or 

absence of a service or success or failure of a trial.  

 
Node ID C

I
 of 

Node 

Observed 
Parameters 
(P) 

Acceptable 
Threshold 
limit 

Deviation Current 
R

I
 of the 

observed 
parameter 
R

I-PX
 

Weighting 
for each 
 observed 
parameter 
(W

DE
,W

O
, 

W
IE

) 

IP and 
MAC 
Addresses  
 

<CI 
Value>  
 

(P1) 
Latency 
(Delay/ 
Delay 

Jitter) 

TD, TDJ  
 

 <RI-PX> 
 

<RI-CI>  
 

 (P2) 
Integrity 
(control 
/data)  
Preserved? 

Y/N 

TCor rupt  
 

 <RI-PX> 
 

 

(P3) 
Packet 
Drop Rate  
 

TPD  
 

 <RI-PX> 
 

(P4) 

Duplicate 
Packets 
Received  

 

TDUP  

 

 < RI-PX> 

 

 

 
Table 1: Routing Trust Table 

 

Routing Trust Table: It records all parameters that concern a 

node’s routing and forwarding activities. The template of this 

table is given below: 

• RI = 0.8-0.99: Observed parameter is within the 

acceptable threshold limit: Node exhibits reliable 

behavior. All the desired services are offered or all 

trials have been a success. 

• RI = 0.5-0.79: The deviation from acceptable 

threshold is by a narrow margin. Some services are 

present but a few are absent and some trials have been 

failures. 

Note: The threshold limits are established on the basis of the CI 

score that a node has been assigned. 

The final RI of the current samples of observation is 

computed as follows: 
 

RI-CI= WX* RI-P1 + WX* RI-P2….. WX* RI-PN          (1) 
 

Where:  

RI-CI= New sample of Reputation Index. 

WX= Observation weighting category (WDE,WO, WIE). 

RI-PX: RI of an observed parameter PX 

This value (RI-CI) is then used in the updating index formula 

described above to compute the final RI. 

Final Reputation Index (RI) for routing related activities of 

a node represented by RI-Route is updated by using an equation 

for computing the weighted average as shown below: 
 

RI-Route= αααα RI-O + (1-αααα) RI-CI  (Updating Index Formula)       (2)        
 

Where 

RI-O:  Old average of Reputation Index 

RI-CI:  New (current) RI sample. 

αααα: Smoothing Index that determines how much weight is given 

to the historical information. The updating index formula gives 

an accumulative reputation value for a node’s long term 

behavior. 

Since we do not think it realistic to drastically lower or 

enhance the reputation of a node on the basis of the current 

interaction (bad/good), we fix the value of α to be high (Closer 

to 1). The higher the value of α the greater is the weighting 

given to historical information and less to the current 

transaction. So, one bad or good interaction does not 

necessarily result in a drastic drop or increase in the target 

node’s reputation index. We recommend that the default value 

of α be set to 7/8. This is because, apart from inherently 

unreliable nature of wireless links, MANETs also undergo 

rapid on the fly changes in topology placing a node in an often 

helpless state.  

In addition to maintaining an estimate of RI, the node also 

computes the measure of variability of RI. The measure of 

Variability V is given by the following equation: 
 

V = (1-β)*V+ B*  ׀RI-CI –RI (3)            ׀ 
 

The variance V is an Exponential Weighted moving average of 

the difference between current sample of RI and estimated final 

estimated RI computing using the Updating Index Formula. 

The parameter V measures the degree to which a node deviates 

from the accepted norms set by the network.  

Similarly, a node maintains a distinct table for the other 

remaining classification categories, i.e., QoS, and application 

specific and ends up computing a final RI for each of these 

categories. The final RI values are then recorded in a relevant 

trust table as that for routing. All the tables together form the 

context by which a node decides the trustworthiness of other 

participating nodes. 

 

 
Table 2: Final Trust Table 

 

4. Trust: indirect interaction  
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Each node continuously monitors the behavior of all its 

neighboring nodes. In principle, it monitors the following: 

• Neighboring node forwards appropriate 

acknowledgements (Link and network layer) as 

appropriate. 

• Neighboring node correctly retransmits a data packet. 

• Neighboring node retransmits without introducing 

latency. 

• Neighboring node generates appropriate notification 

messages to update the state of its interfaces. 

• Neighbor node maintains the security and integrity of 

control and data packets during retransmission. 

It then computes an RI for each of its neighbors by deploying 

the procedures outlined above. Entities against whom a RI is 

registered are known as acquaintances where as other nodes 

are known as strangers. A node does not use the 

recommendation of a stranger to compute a RI for a target. It 

uses the recommendations of its trustworthy acquaintances to 

establish an initial RI for a node with which it had no prior 

interaction. The nodes that have a low score for reputation 

(<0.2) are excluded from this computation process. Several 

scenarios emerge and we examine them in this section. 
 

Scenario 1: (Figure 1) In this case, a node X0 decides to 

compute a RI for a node target X4 that is 2 hops away from it 

(not in the direct transmission range) with a node X2 being an 

intermediary between the two.  If X0’s opinion of X2 is 

reasonably high such that it is safe to consider X2 trustworthy, 

it polls X2 for its opinion on X4. The node X2’s opinion serves 

as a seed value to compute X0’s reputation index for X4. In 

case X2 is not trustworthy or X0 wants to protect itself from a 

biased opinion, then it has the option to poll for the opinion of 

all its trustworthy acquaintances or realistically its neighboring 

acquaintances that may have had a prior interaction with X4.  
 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: MANET Topology 

 

The node X0 then computes the mean of all RIs obtained from 

its trustworthy neighbors to determine the initial seed value of 

reputation index for the target X4. If a neighbor has a low RI 

score, then it may not be polled at all. Alternatively, X0 may 

optionally decide to use the RI of its most trusted neighbor to 

compute its initial seed value. In the computation process, the 

amount of weighting given to a node X’s opinion is a 

percentage of the computing source node’s opinion on this 

node X. Let us first consider the case where X0 polls all its 

neighbors (X1, X2, X3). Let us assume that the node X0’s 

reputation index for its neighboring acquaintances is as 

follows:X1: 0.7, X2: 0.9, X3: 0.6 

The neighbors’ RI for X4 is as follows: X1: 0.8- X4, X2: 0.9- 

X4,X3: 0.6- X4 

X0 computes its RI for X4 as follows: 
 

Aggregate Weighted Neighbor Index (WNI) = 

I-0X I-XT .    (4) 
 

Where: 

N: Total number of acquaintances (Neighbors) polled. 

X: Neighboring Node 

T: Target Node 

R0X: Computing source’s RI for its neighboring acquaintance 

X. 

RXT: Neighboring acquaintance’s RI for the target T. 

⇒ (70/100*80) + (90/100*90) + (60/100*60)/3 = 57.6 = 0.57 
 

Since the computation was based on recommendation the RI 

value is computed as: 
 

Weighting for recommendation* WNI 

⇒ RI = 0.8*0.57= 0.45 

When X0 interacts or uses the services of X4, it assigns a RI 

value to X4 after the completion of this interaction. For 

instance, X0 could use the services of X4 for packet forwarding 

purposes. The behavior of X4 in this interaction is monitored 

and is assigned a RI value based on its merit. This serves as the 

current sample Reputation Index (RI-CI). Then the final RI value 

is updated using the updating index formula given above. 

If X0 decides to base its opinion on the recommendation of its 

most trustworthy neighbor (X2 in the above example), then it 

computes RI in the following way: 

WNI= 90/100*90= 81=0.81 

⇒RI = 0.8*0.81= 0.64 
 

Scenario 2: The next question that arises is: How does a node 

react to packets that are forwarded by a node with bad 

reputation? A simple rule would be that such a node need not 

be entertained and any packet generated by this node be 

discarded by default. However, this is an extreme approach 

that does not give badly reputed nodes an opportunity to 

redeem themselves. One solution to this problem could be 

implementation specific where the priority associated with the 

traffic flows of such a node is downgraded to the lowest level. 

In practice, Weighted Fair Queuing (WFQ) can be deployed so 

that bandwidth is shared fairly among individual conversations. 

The actual scheduling can be based on RI weightings assigned 

to each node whose traffic flow is currently active at a node 

X0. As an example, if there is one queue to handle traffic flows 

from 3 nodes (X1, X2, and X3) with RI scores of  0.2 (RI-X1),  

0.4 (RI-X2) and 0.9 (RI-X3) then the division of output bandwidth 

will be : 

Total Bandwidth (BTotal) 

I-Xi     (5) 

⇒ BTotal = RI-X1+ RI-X2 + RI-X3  
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= 0.2+0.4+0.9= 1.5 

⇒  X1 gets RI-X1/BTotal of bandwidth (0.2/1.5),  

X2 gets RI-X2/BTotal of bandwidth (0.4/1.5), 

X3 gets RI-X3/BTotal of bandwidth (0.9/1.5).  
 

The other approach would be to make a decision on the actual 

sender id and its reputation. This is risky as the intermediate 

node with a bad reputation may fabricate a message claiming 

that it came from some other trustworthy source. Varadharajan 

et al [19] describes a scheme to get out of this difficult 

situation. 
 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Multihop Scenario 
 

Scenario 3: Consider a scenario where a node wants to 

communicate with another node X5 that is multiple hops away 

from it (Refer to Figure 2). The source must ascertain the RI of 

each node along the path to the destination. The sender may 

again use the tactics explained in scenario 1 to extend to distant 

hops. It has the choice of taking the opinion of its next hop 

neighbor on the path list only if it has a high degree of trust on 

this neighbor or alternatively it polls all its neighbors to 

compute a mean value for reputation index. The only 

difference being that the sending node now polls each of its 

trustworthy neighbors for their opinion on all hops that lie 

between the sender and the target including the target.  

By using this mechanism one cannot only compute 

reputation RI of each node but also the reputation of an entire 

routing path. Once the reputation index for each individual hop 

is determined, the mean value of reputation of the path can be 

calculated as an average as follows: 
 

                            TP = I-Xi             (6) 
 

Where: N = Number of nodes polled for recommendation. 

TP = RI-X1 + RI-X2 + RI-X3 + RI-X4/4 

Where 

• TP: Trust value for the route path to a specific target node 

• RI-X: Reputation Index of a node X. 

Note: Each node computes and stores an aggregate reputation 

score for all known (Path, Target) pair that it uses. 
 

5. Conclusion 
 

In this paper we presented a decentralized context-aware 

framework for building a trust model for MANETs. Our model 

of trust is independent of underlying cryptographic schemes 

and also takes into account the hardware constraints of the 

devices. This approach mitigates the chances of having a 

prejudiced opinion. In this scheme the notion of trust is bound 

to the functions the node performs in the network rather than to 

the node itself. The model is supported by a trusted platform 

architecture, which is not discussed here.  
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